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Bseaesue

B conpelrenHor',r o6qectse I,IHTepHer u qutfponue rexHoJIorlII{ IpoHI'IKIII'I

rtpaKTtlqecKlr Bo Bce ctfepn naurefi AetreJlbHocrld. Mrt se roJIbKo coBepluaeM

6auroscxfie onepaIII4I4 n orcnexllBaeM [oKynKLt B pexlrMe oxnaftn, xo
u o6rr{eHusaeNrct BaxHbIMIi AoKyMeHTaMLI uepes o6navuble xpaHI4JII{ua, xpaHI4M

nlrqubre $ororpa$uu Ha AI,IcraHIII4oHHbIx cepBepax u Aaxe uc[oJlb3yeM

r"ro6uarnrre [punoxeE]lt Nrs. KoHTpoJIt 3a 3AopoBbeM n Qusnvecroft
aKTr,rBHOCTbrO. BC€ srO Kaxercs yAo6HbIM u 6esonacHrtM, oAHaKO I'MeHHO

nOBCeMeCTHOCTI IlHTepHeTa UOXer O6epnyTb9fl yI3BLIMOCTIMI,I, O KOTOprIX MHOrIlre

He 3aAyMhlBalorcx. ConpeueHHble MecceHAXepbI I{ coqllaJlbxble cerl4 craJIIn

auzrrroraMra <quQponux ynuq> u <<nroulaAefi>>, rAe MbI [poBoAaM 3HaqI'ITeJIbnyrc
qacrb BpeMeHI,I, He BcerAa oco3HaBarl, qro noAo6sas orKpblTocrb Moxer rlp1lBneqb

3JTOyMEIIIIJTeHHIIKOB.

Pacryuar florlyrqpHocrr onnain-urp, AI'IcraHIII'IoHHoro oofIeEI,It
lr TeneMeAr,rqugbl AeJIaeT I,rHTepHeT eul€ 6onee yHlIBepcEUIbHbIM [pocTpaHcTBoM'

6eS rOrOpOrO [paKT[qeCKI4 H9BO3MOXHO [peACTaBUTb Ce1OAHTIIIHIOIO XI'I3Hr.

B pesynrrare MHofI{e HaqI,IHaIor oruocl,ITbct x qu$poroi cpeAe KaK K qeMy-To

o6brAeHgoMy It uepecT€uoT BHI,IMaTSJI6HS cJIeAuTb 3a 6e3o[acHocTblo co6cTBeHHbIx

AaHHbrx, Hexoropue lroAr,r yBepeHLr, qTo [pecTy[H]rKri r{HTepecypTct B ocHoBHoM

KpynHbIMLr Kop[OpaqutMtr, a o6uqnrrr"r [oIb3oBaTeIsM 6Ortrcg Heqero.

Ha rrpaKTr4Ke xe xeprBaMLI Suurunra, coql'IEulbHofi I'IHxeHep[lr lrru
BIIMOTaTeJIbCTB CTaHOBtTCt CaMbIe pa3gble KaTefOpIitI4 JIIOAefi. CratnCrura
MOIU9HHIIqeCTB nOATBepXAaeT, qTO Bo3paCT, ypOBeHb O6pa3OBaHtIt 14 cOqUaJIbHbIt

cTaryc He mpaHTI4pyIoT I,IMMyHureTa oT pllcKoBaHHbrx cv"rya\uLr

B rarofi o6cTaHoBKe oco6eHHo BaxHo rroHr4MaTb, KaKr,Ie IIMeHHO yrpo3bl

MOryT BO3Hr.rKHyTb flpu uonce4nernoi pa6oTe B ]rHTepHeTe. Moxxo n"rerr

HeIIJIoxlIeTexHI4qecKI4eHaBbIKH'Ho[pI{gToMHe3aMeqaTbcKpbIThIxynoBoK
MOITT9HHIIKoB, KOTopbIe I4CnOJIb3ylOT flCUXoflOp14qeCKOe AaBJIeHI'le I'IJII'I o6MaH

AOBepr4Jr. 3aAaqa MeToAr,rqecKllx peKoMeHAarlr4fi uo 6esonaclloMy o6llleHl'Irc UO

TeJreaboHy I4 B ceTl,r [HTepHeT - IIoMoqb oco3HaTb peaJlbgble pucKll' Ha) I]ITbct

pacno3HaBaTb ytpo3bl Lr 3aIqLITr.rT6 Ce6r^ tt cBolo ceMbIO OT IIOT9HIII'IaJIbH6IX

upecryrrHLrx AeicrBl4fi .- 
cero4nr oco6ro aKTyarrbHocrb.rerr,raqn(bposofi 6esouacHocTu flpuo6peJla

B CBr3r.r c upoBeAeHI{eM Cllequ€ulbHoi BoeHHoi ouepaq[u (aanee - cBo)
r{ pa3BepHyBruercr BoKpyr Hee Macurra6Hofi un$opr'laquoHHoft BoftHbI. IfuQporar

cpeAa npeBpaTtrJracb B oAr.rH lr3 BaxHefirrrr4x (ppouron gTOrO IpoTI,IBOCTOSHI'UI.

Mourennurn n flpecTyflHble tpynllbr aKTr,rBHO I4CnOJIb3yIOT TexHonolfill

coqlrEurbHoi I4HXeHepI,lu, Quurr'ffa I,I I'IHbIx BI'IAOB quQporux ylpo3'

r{eJreHarrpaBJreHHo aTaKyr poccuftcKr,rx tpaxAaH, rITO6bI CetTb IIaHI'IKy'

aeta6uiutupoearr o6uecrBeHHoe Hacrpoe'r4e r{ Ha'oclrtrb nprrr.rofi $unanconuft
yqepo.

oAsrau I{3 KjrrotreBbrx r,rHcTpyMeHToB r{I{(bopMaIIuoHHOfi BOfiHbI CTaJII4 KOJIJI-

rleHTpbr, pac[onoxeHHble Ha reppuTopl'Ill vrpaunu, coTpyAHI{KI'I KOTOpbIx

e)KeAHeBHOOcyqecrBntloTTEICqquMoIueHH[qecKI',IX3BOHKOBI'IpaccblnoK'



llo4 nu4orr,r corpyAHr,rKoB 6auxoa, rocyqpexAenr,rfi r.uu npanooxpaur.rreJrbHbrx
OpraHOB IIpeCTyIHI,IKLI [bITaIOTCt [OltyqI,ITb AOcTyn K JII,IqHEIM AaIIHbIM,
6aHroscrur4 cqeraM r.r aKKayEraM poccurH. Oco6enno olacHo, qro B gTrt

npecTylHble cxeMbl cTaJrfi MaccoBo BoBJreKaTbcr HecoBepIueHHoIeTHue, qbs
IopuAliqecK.Ls 6esrpauotnocrb r.r AoBepqrlBocrb AeJraror r4x nerKoft Mr,rrueHblo Arrt
MaHr.rnyJLf,qI{}I co cTopoHbr MorueHHuKoB.

B ycnoalux CBO noAo6nue cxeMhr rrp[o6peraror He roJrrro Snnanconrrft,

4esnnQopvaqulr, HalpaBJreHHbre Ha

$oprtrr.rponanne y rpaxAaH Poccuu rpeBorr{ r4 HeAoBepr{r K rocyAapcrBeuuhrM
crpynypaM, 6anrana u Apyr Apyfy. Oco6eHHo yr3BuMhrMr.r oKa3rrBtrrorcs
loJIb3oBareJII,r coq[anbHbrx cereft u MecceHAxepoB, qepe3 Korophre MorueHH]rKr,r

MaccoBo pacnpocrpaulrror QeftKoBbre coo6ulenr.rs, gnyxlr u Bpe.qoHocHhre ccbrJrKr.r.

L{ueugo ttogroMy ceroAHr Heo6xoAr4Mo He roJrrKo rloBblc]rrb nI,IrIHyIo

ocseAorvfir€HHocrb o quQponoi Oesonacuocru, Ho r,r oco3Harb ee KaK gJreMeHT

o6qei rpaxaaucKofi orBercrBeHHocru. KaxAufi nonb3oBareJrb, 3arqr.rrr,rB ce6t
u 6nr.r3Kr.rx or yFpo3 a qr,r$ponofi cpeAe, BHocHr BKJTaA e o6ecneqeHue
nxQoprr,raqraoHnofi 6egonaclrocru crpaHbr. focyAapctnenuue opraHbr
r o6paaoaarenbHbre f{pexAexr{r yxe BeAyr aKr}rBnyro pa6ory B eroM
HanpaBJIeHr{r,I, Ho roJrbKo coBMecTHbIMLI ycunvuMu Bcero oou{ecrBa MoxHo
eS$exrnnno nporraBocrorrr qraQpoauv yfpo3aM B ycJIoBI,Itx lrn$opnaaquouuoft
soiHH.

Jlnqnas qnQponaa 6econacuocru: IsIX)qeBbIe uouqrrrt

Baxnrru floHqrr,reM, c Koroporo crol{T Haqarb, flBrflercs quQponaa
rpaMorrrocrb. Mnorue cqLITaK)T, t{To 9To npocro yMeHI,Ie ucIIoJIb3oBarL

TexHuqecKr.re ycrpoficraa, or[paBJltrb coo6rqentts ttal4 ynpaBnqrl 6aHxoscxl4v
rrpr,rJroxeHr,reM ua cvaptQone. OAnaxo qu$ponaa rpaMorHocrb ropasAo ruupe. Ona
BKJIIoqaer g ce6s cuoco6noctr [oJlb3oBarbct coBpeMeHHbIMI,I TexHoJIoflIgMLI

u rrry6oxo nonllMarb Lrx IpLIHIILIIIrI pa6otr, KpI'rrI'IqecKI'I oIIeHI{Barb

nocryuarcqyn r,rn(poprrtaqr,uo, a raKxe [ocrotHHo 3a6orurbct o 3aIIII{Te cBoI'D(

rr,rqHbrx AaHHIIX or Bo3MoxHbIX yfpo3. 3ro ynteuue IIe roJIbKo cBoeBpeMeHHo

o6nosrq:rr upofpaMMHoe o6ecneqenue u [paBLIJIbHo HacrpanBarb raAxerbl, Ho

r,r BoBpeMr pacno3uaBarb onacnocrll, Bo3HI4KzuouIue r qu(pponofi cpe4e.

fpauornuft noJlb3oBarenb peryntpuo pacullpter u o6ttosrser cBol'r 3HaHI'riI,

Ho ra nolnruqecrufr xapaKTep.
ncfixororrlqecKoro sosAefictsus vl

AxrusHo uc[oJrb3yroTcr MeToAbr

qro6n sQ(fexurano pearl{poBarb Ha c'rpeMI4TeJIbHhIe I'I3MeHeIII,IJI B M}Ipe

uu(popuaquouHrx rexnororui.
,{pyrn r"r KrIIoqeBrIM [oHtrLIeM tBJlterct courlanbnag unxenepur. llo4

3TI,IM TepMI4HoM [oApa3yMeBaercx na6op flc]IxoJloruqecxux npu€naoo, c [OMoIIIbIo
rrblTalorct [oBJILrf,Tb Ha noBeaeH[e lrcAefi. B otrlt'{ue or
B3JrOMa, COqUUIIHaTI I,IUXeHep[f, Ha[paBJIeHa ua to, uto6u

xeprBa go6poaonrno pacKpblJla xou$lr4enquanrnyo r'ra(poprtaaquto urLr
coBepulrna 4eicrnue, xeo6xo4r,Iuoe 3JIoyMhIIIUIeHHnraM' Tunuqnsri npuuep -
c rya\ug, KorAa qeJIoBeK, I,Ic[yraBllrtrcb floreptrb AeHbrIn' coo6rqaet

KOTOpbIX MOUeHHI,TKLI

TEXHHqECKI,IX METONOB



MOUeHHr,rKaM CBOu 6aHKOBCKUe AaHHbre , Clq'VITar., qTO [OMOraeT (CJryX6e

6egonacnocru 6auxa> npeAorBparr,rrb reaxy. 9ac:ro [pecryIIHr4KIr MoryT
r,rcnoJrb3oBaTE qyBcTBo xtulocTrr, AoBepI4t t4Itr4 Aaxe )r(eJraHr.re [oMoqb,
npeAcraBJrrrcb corpyAHr,rKavu 6rarorsopr.rreJrbHbrx Qougon llnl,r Apy3btMI,I,
rIonaBIxr,tMI4 n 6e4y. K coxaleguro, Aaxe rexuairecKli rIoAKoBaHHbre JrroAri r.rHorAa

cTaHoBrTcr xepTBaM coquaJrbHor{ rrHxeHepr{I,I, nocKoJIbKy 3MoI{rIoHurJIbHoe

.rlaBreHr.re oKa3brBaer cr.rJ'rbHoe gog.qeficrsue h cHvDKaer 6.{urelrnocrr.
Oanofi ug nau6oree pacnpocrpaH€HHblx yrpo3 a unSponona npocrpaHcrBe

.rBJrrercr Quruunr. 3royvuurlenHuKr4 aKTriBHo co3Aaror noAAeJIrHbIe cairut,
Koropbre BHeruHe IrpaKTr,rqecKI,I He orrr,rqarorcr ot oQu{ua,'rbHbrx crpanr.rq 6auxoa,
rocyAapcrBeHHbIX nopraJloB (rarux rar focyclyru) I,IJII,T rronyJItpHbIX coqttaJlEHblx
cereft. 3areu MorueHHr{Kri paccbrJraror ccbrJrKr{ Ha srr.I pecypcbl rlepe3 sJIeKTpoHHyIo

floqry, SMS-coo6qenr.rq vrv MecceHAxepbl, gaMauvtBas. uorllgogarelefi
pa3nr.rqHbrMu npeAnoraMll: (npoBepKa AaHHbIx)), ([oATBepxAeHLIe TpaH3aKIII{I{)

I4n[ (cpotlHaq aBTopr43aquq). Oco6euso onacubl curyar\tru, KorAa npecryflHllKl{
pa3Merqalor raKr4e ccbIJIKr4 B peKJIaMHHx O6lxsneHl4tx [oI4CKOBbIX ClrCTeM.

llomsosarem, Hl4qero He [oAo3peBarl, nepexoAl4T rro ccbIJIKe, BBoAltr nLIqHbIe

AaHHbre, JIOTUHbI Ii UapOJII{, nOCIe qero LIHQOpMaIItIt [OnaAaeT B pyKu

3JIOyMLIIUJTeHHnKOB r1 r.ICIIOJrb3yeTct B npeCTylHbIX IIeJI'X.
Kpoue roro, cepr€anofi olacHocrLto tBJltlorct yrpo3bl B coquaJllublx

cerflx rr MecceHAxepax. flocrarouuo pacnpocrpau€HHa.fi cxeMa- B3JIoM aKKayHTa

c rleJrbro orrlpaBKlr coo6u{enufi or I4MeHI,t Hacroturero BJIaAeJIbIIa crpaHlzqbl.

B rarux coo6ulerutsx MoIITeHHIIK Moxer npocurb Barrrfix ApFefi o cpovnofr

Quuancorofi rroMotqu, ccblJlarlcb Ha gKcrpeHuylo curyallaro ,In!I BpeMeHHbIe

Qnuancoarre rpyAuocrl,I. Taxxe or B3JIoMaHHofo aKKayHTa qacro paccblJlarcTct

CCbrJrKlr Ha BpeAOHOcHrte CafitU I,IJII4 npl4ulatuer:vfl B cOMHI{TeJIbHbIe (3aKpbITbIe

COO6llecrsa)). lIOAo6nUe B3JIOMEI qagle Bgero IIpOlICxoAtT I,I3-3a I{CnOIb3oBaHI4t

npocTbrx LIJILI nOBTOptrcqItXCt napolefi, a TaKXe npu BxoAe B coIIceTIt

c ne6egonaorux ycrpoficte u o6Iqe4ocryunux cerefi Wi-Fi.
Er!€ oALIH BI,IA yrpo3 cBt3aH c Qunancoeuufi ouepaqlrsMu. Mnorue.rnogr't

cTaHoBrTct xepTBaMI4 MOITTeHHUKOB, COHIaIUaTICb Ha TaKI4e CXeMbI, KaK (apeHAa)

6aHroscxux Kapr, nepeAaqa cBoltx SIM-rapr rperbl4M JII'IIraM' r4Jtu

npeAocTaBJreHne gneKTpoHHblx KoIIIeJIbKoB Allg [poBeAeHI,It COMHLITeJIEHEIX

:rpaHSarr1Ufi. lIo4O6Urte 11peA;1OXeHHt qaCTO 3Byr{aT Or{eHb 3aMaHr{Iaao, OCO6enHO

eclri rreIOBeK r.IClbITbIBaeT $UnanCOnSte TpyAHOcTI4 IIJII,I npOCTO XOqeT [OIytIItTb

AOIIOJrHr,rTeJIbngft AOxOA. OAnaro Ha [paKTI{Ke rarne 4eiCteltt BCerAa HeCyT

ropuAuqecKrze p[cKI4, IIocKoJIbKy 6anroscx e KapTbI LUII{ SlM-xapru sa'relt

ncnoJrb3yloTct B He3aKOHHbIX CXeM€rX nO OTMbIBaHHp AeHer IIJII'I MOIXeHHI',IqeCKI4X

nepeBoAax, BlaAeleq peKBI43I4TOB 3aqacTylo cTaHoBl'lrct nepBbIM' K KOMy

rrpr4xoAtT corpyAHIrKI4 npaBOOXpaHI{TeJIr'HbIX OpraHoB.

Oco6oe BHITMaHI,Ie croLIT yAeJIHTb floHtrlllo gnyxQaxropaoil

ayrenrr.rQuxaq uu (2Flt).3ror cuoco6 3aIqI,IT6I aKKayHToB cTaHoBIITct Bce 6olee

BaxHbrM B yctloBlttx 11ocTotggoro pocra yrpo3 LIH$opMaII[oHnofi 6esonacHocru.

Ecnu panrure AJIS AocTyna x yv€ruOfi 3a ercvr 6ulo AoctaroqHo JIIIIIIE oAHoro

naponq, ro ceiqac 3roro yxe HeAocTaTortHo. /4,ayxsaxropHa' ayTeHrI4or,IKaIIUq



lpeAloJraraer noATBepxAeHr4e rrfiqHocTr,r rroJrb3oBaTeJlt ,4ByMt He3aBI4CI,lMbIMlI

c[oco6aMr4: nepBbrM tB]Irercr rrapoJlb, a BTopbIM - AonoJIHI,rTenbHbIfi KOA,

flonyqeHHbrfi qepe3 sMs-coo6uleHr,re, flpr.rJroxeHl,le-reHeparop KoAoB ITJILI Aaxe
c floMorrlbro Quau.recroro amraparHoro KJrroqa. Taroft noAxoA 3Haqnrerbuo
ycflox(Hser paoory 3noyMbrrrIJreHH[KoB, BeAb Ars ycueuEoro B3JIoMa HM

neo6xoAalro [oryrrr4Tb Aocryrr cpruy K HecKoJrbKrM ycr"poftcmau I,IJILI cepBI,IcaM,

vro npaKTuqecKr4 HeBo3Moxso 6eg HenocpeAcrBeHxoro f{acrllt BJIaAeJIbIIa

aKKayuTa.

flonuuanue grlrx yrpo3 u MexaHI,t3MoB, c noMolrlblo Koropblx MoIITeHHIIKI,I

lhlTaloTcg MaHr,InynupoBaTb xepTBaMLI, tBJIteTct o6ssatearHrrN,I AJI' Bcex

rroJrrcoBarerefi qr.r(ppouux cepBI,IcoB. ]Itr,tenno oco3Hauuocrb I,I 3HaH]Ie ocuoBHbIX

cxeM MoIueHHLIlIecTBa IIoMoraIoT 3HaqI4TeJIbHo cHI43I,ITb PIICKI{ I,I 3AIIII{TI4Tb CC6T Ot
cepresnrrx neupluruocrei.

Coqtlallrnas r{Hxcenepufl : KaK MoIIreHHnKIr lrcrtoJrbsyxtr
flcr{xoJron[qecrcue npu€tru

Mnorue Ayr\{aror, tITo l,rx rpyAuo
floJlb3ytorcr SMoIII4oHtuIbHbIMI{ <KprcqKaMI{>:

o6vanyu, Ho MoIIreHHltKIlr qacro

- .[asaeuae: <<Ecru shr se coo6qure KoA I{3 SMS, cu€r 6yAer

ea6uoxupoeau>>, <<He nepeAaAI,ITe Aocryn - rloreptere Bce AeHbflI>. 3aAaqa

lpecrynHl{Ka - BbIBeCTLI BaC I43 COCTOtHItt CUOKOfiCIOUT, qrO6bl Srr upl4Htnl',I

noclleluHoe perueHae.
- BHarrsauue xaJlocrll IIJII{ AoBepI,u: <<Mu aoaour€prt, co6lrpaerra xa

cpoqnyto onepaqr{rcD, <<i eaur Konrera, cpoquo noMon'ITe co cnyxe6nuu
AOCTyIOM>. YaCrO UCnOlByeTCr corlyBcTBr4e rc 6olHrur"r AeTrM UJII]! AOBepI{e

r <o$r.rqnalrHLlM JIuIIEIM>. J[oAu, KoTopble I43Haq€UIbHo 4o6pu u oT3hIBqI4BbI'

MoryT orpearupoBarb na uoAo6nrre [p]I3LIBII, r{e rrepeflpoBeprr <farru.
- Jlecrr u o6euIaHLIe BbIroAhI: <Brt nuurpalll [pI'I3' [oATBepAsre' BBeIIS

AaHHbre Kaprbl>, <Yuacrayfi:re B uHBecr-[poeKTe, rapaHTI'IpoBaHHaf, AoxoAHocrb

100%)). 3Aecr Aelarot cTaBKy Ha XaAHocTb I,IJILI caMoJllo6ue. Xelasse [oJIyqI{Tb

6onrurofi KyIu IrJIu IIoqyBcTBoBaTr ce6q <<ul6paHurtu>> cTauoBl{Tct npuvr'lnofi

HeocropoxHblx AeficT st,tfi.

Aaxe onrrtnble [oJlb3oBarerq Moryr rrorracrb B noByluKy' KorAa rroA

gMOrIr.ItMH TeptIOT KpI,ITI4qeCKOe MbIIUJIeHIte. OCnOSHat pSKOMSHAaIIHII: eCJIII BaM

lpeAnamJoT rITO-TO CpOqHO, CC6IJIEUIC6 Ha yfp63y IIJII,I yHI,IKZInbHbIfi UIaHC, BCerAa

nponepeft re r,rn$opr',rauurc.
Mnoryre cqI'ITaIor, r{To (B I'rHTepHere HEKTo He y3uaer>' ecJII'I oHI'I

[peAocTaBtrAocryflKCBO]IMaKKayHTaMultvBblcTyllqrnocpeAHI',IKaMI'I
B [epeBoAax. flOssIxerCs JIOXHOe y6exgeUze O 6egHaXa3aHHOCrn, oCO6enNO ecllt
pevr u4€t o He3HaKoMbIX JIIOATX B MeCCeHAXepax IJII,I O CAeJIKUX C ICeBAOHI'IMaMI.

Hexoroprre rIoJIl3oBareJIu Beptr' rITo par o6urato, cg uoA HI{KoM' I'Ix JII'IqHocrb

ocra€rcr B TeH1I. O4naro [PaBooxpaHI,rTeJIbHbIe opraHbl o6laAator AocTaTotIHbIMI'I

TexHlrrqeCKr.rMI,r CpeAcTBaMIt, VrO6rt BbIqI,ICJII,IT6 IICTI,IHHOTO BJIaAeJIbIIa nlat€xnorO
c.{Era uru cI,IM-KaprbI.



Onrrrnue [oJlb3oBareJ]u HepeAKo aa6rraaror, qro ux aeficrsns B cerr,r

ocraBJrrror unQpoaofi cnea: IP-aApeca, aor-$afilu, upr.rBr3Ku x onpeger€Hnuu
ycrpoficraau. Moruennuxu MoryT Bocflonb3oBarbcs sauei I{JIJIro3I4efi

aHoHr,rMHocrH,y6exgan, trro (HLrKTo HI,Iqero He y3uaer>. Ha npaxture Bbltcuterct,
qro IIo qenoqKe rlepeBoAoB nerxo snfiru Ha qeJIoBeKa, xotoprtfi [peAocraBun cBolo
Kapry r.rJru aKKayHT. HesHaxr.re 3aKoua ue ocro6ox4aer or orBercrBeHHocru, LI 9To

xrrcqesofi MoMeHT, xoropufi MHorr{e ylycKalor.
Coaperr,rennrre MoIueHIILIqecKI,Ie cxeMhl craHoBtrct sc€ 6olee

u:oup€nnrrnru u pasnoo6pa3HblMlt. Hau6oree pacnpocrpau€nnrru cnoco6ou
noxl{Irleulr{ JII4qHbrx AaxHbIX octa€tc.s $nurnHr. 9acto nomgoBareJll,I noJlyqalor
logeJrbHbre rMcbMa rxo6rt ot o$raquaarnrrx
flonyJrrpHlrx cepB]IcoB. Tarne [ItcbMa,
upaagono4o6noc:rr I4 [c[oJr63oBaHl4e

BHr,rMareJrbHoM I,I3fteHLtI4 o6uapyxr.mato:r
r,rru ouru6xn B TeKcre. flomsogarefir.
LI BBOAr.rr CBOI{ AaHIIbIe Xa salrUrUrou cafre, xoroprtfi BHeIuEe tloqrll He

orruqaerct or Hacrotulefo. flpectynHnxu I,IAyr Ha xl'ITpocr6, 3aMeHtt 6I'IMB9JIrI

B aApece cafira (uaupr,rMep, rlaruucKyro 6yxey <l> na qu$py <l>)' Auanoruvurte
cxelarr Aeftcrsylor I4 B BI{Ae SMS-ruu coo6rqeurai ueper MecceHAxepbl. HanpzIvIep,

MoIueHHr4K rlpl{cblnaer rpeBoxnoe coo6qeHlte o roM, r{To 6aHKoBcKar rapra mo6u
sa6loxrEponana, nocJle qero noJlb3oBareJlb, ItcrryraBlulacb, [epeAaeT

xon{u4enqraamnyro unSopnaaql{Io 3noyMbIIruIeHHI{KaM.

OAnospeNreHuo c 9TI4M xa6rapaer nonyJltpHocrr TaKofi SI'IA l'rorueHuuqecrBa'

KaK Apo[[epcrao. ,{ponnepaMu Ha3bIBaIor nroAefi, Koropble IlpeAocraBntlor cBoI'I

nlar€xnrre LTHcTpyMeHTLI (6anroncxue Kaprbl, SlM-raptu, gneKTpoHHbIe 14 JII'I

KpLInTOBUIIIOTHIIe KOIUeJIbKr.r) rpertr,lV nI4UatM AJII COBepIIIeHLIt COMHI'ITeIIHIIX

ouepaUni. gacto lrcAefi rIpI,IBJIeKaer Bo3MoxHocrb noJIf{I'ITb <<n€rrrae genrtu>>i 3a

ne6onruroe Bo3HaIpOKAeHI4e I4M [peAJIaraIoT ((Bcero JILIIUI [peAocTaBI4Tb)) cBoI'I

peKBIi3I,IThI LIIII aKKayHTbI. floAo6nue AeitcTsn . TpaKTyIoTct 3aKoIIoM KaK fIacTI4e
B npecTylnegl,rr{, a Toqgee - noco6gaqecrso. Eagrr,r r4 npaBooxpaHr,rTeJlbH6le

opragbr nerKo oTcrexr.rBaloT rlenoqKr4 [epeBoAoB u rpauraxqufi, nosToMy Aax(e

He3Haql/rreJrbHoe )Alacrlte s noAo6HgIx cxeM€x Moxer nplBectu x cepse:nrru

[ocJIeAcrBI,ItM, BIJIOTb AO peZIJIbHOTO yronoBlloro HaKa3aHI',IlI.

Baxuo [oHI4MaTb, rITo MoIUeHHI{Kr.r [paKTr,IqecKLI BCelAa I{CflOJIbSyIOT

AporruepoB, .{ro6rr coxpaHl,rTb cBoro anonuunoc, r. B [TOre peaJIbHbIM

IICIOJIHIaTeJIeM, Ha ur€ I,rMt 3aperIICTpI,rpOBaHbI BCe O[epaqIII{' CTaHoBI'ITCI TOT' KTO

coHlacfiJrct [epeAaTb cBol]r AaHHbre. Taxag cvryawr cTaBLIT qeJIoBeKa

B IloJIoXeHI,te B[HoBHoro, I,I AoKa3aTb cBolo HeBI,IHoBIIoCT6 }IJII{ He3HaI{ue

o6crortenrcts 6rrsaer rpafine cJIoxHo.
Hosrre 3aKoHoAareJIbIIbIe I'IHI'IqlIarI'IBbI crpeMrlTct yxecroql'ITb

OTBeTCTBeHHOCTr 3a IIepeAaqy JII{qHblx nlar€Xnrtx AaIIHrIX I'I peKBI'I3I{TOB TpeTbIlM

Jrr{IIaM. B VaCTXOCIU, BHeCeHbr lr3MeHeHr,rr B CTaTbro 187 YronosHoro KoAerca

Poccuficroft (De4epaquu (yK P@) (<Henpanor',repntrfi o6opor cpeAcrB nnarexD)),

trro Aeraer HaKa3aune sa no4o6nrte Aeficrsvl- 6olee xecrxuu' B uepcnexrare

Aaxe eAr,rHtrqHar flepeAaqa KapTbr, aKKayHTa r,rnra SlM-raptbl AJI' MOIUeHHI4qecKI'Ix

yrpexgeuufi, 6amos LUIn

HECMOMC HA BHEIUHIOIO

o(pl4rlr,l€rnbHbrx roroTllrloB, rIpH

[oAo3prlTeJrbHufi a4pec ornpaBI4TeJIt

AOBepLtBIIIrrCb, [epexoAl{T rlo ccbIJIKe



rlenefi MoxeT o6epHyr6cq KpynHBrM turpaooM !r Atl)Ke TrcpeMHErM 3aKJrroqeHueM.

focyAapcrro crpeMr4Tcr rrpeceql anonzusrrfi o6opor AeHexnrrx cpeAcrB, qacro
Itc[oJrl3yeMrrit Atts $uuaxcuponaulrr [pecryrrrhrx fpynnnpoBoK, [oKyrrrr.r
3anpeuIeHH6Ix ToBapoB r,r oTMbIBaHI{c noxr4IrIeHHbrx AeHer.

llouyrapnue r,rHcrpyMeHrbr, raKr.re KaK gneKTpouurre r{ Kpr.rnroB€urrorr{bre
KoIIIeJTIKLI (nanpr,ruep, Qiwi, IOMoney urv rpunronarrcmr), BoupeKn
pacnpoc:rpan€HuoMy MHeHlrro, He o6ecnequnaror a6comotrofi agogttvgocru.
flparooxpaur,rreJrbHbre oprtrubr lrMeror Bo3Moxuocrb orcJrexr.rBarb rpax3aKrlr4r.r
qepe3 npr,rBrsry x reaelfonarr,r, IP-a4pecaM r,r ApyruM qrtppoarm cneAaM.

CreAosareruHo, nrc6rte o[epaquu c raKr,rMr,r KoIrreJIbKaMA, oco6enno uepeAaqa Ex
TpeTbr.rM Jrr.rrlaM, AoJrxHbr Bbr3brBaTb HacTopoxeHHocTb Lt IIoHI,IMaHI{e, qTo 3a

uo4o6uue 4eficrrur upr.r4Ercr orBeqarb BnaAeJrbrly KorueJrbKa.

Anropu'rnau nepruvuofi caMo[poBepKr,r: KaK pacno3uarb MoIIreHHLIqecK[e

npeAnoxeHur:
- Kro unuqI.rupoBurn xontaxr? Ecrs x nana o6pa'rtacs He3HaKoMeIL

rpe6yrournfi ronSugeHlrytaarnrx AaHHrIX rlrru trpeAJlaralotquft <6rrcrpufi
sapa6otor>, yxe ecrb rroBoA Hacropoxl4Tbc.fi. Jlo6ue BHe3anHbIe coo6qenux 6es

npeABapr{Tenruofi 4oroaop€HHocrl,t AoJIxHbI BbI3bIBar6 Bo[pocbl.
- 3aAaer nt,t oH cpoqHocrb LIJII{ AaBIir Ha suoquu? (Dpasrr <Cpouuo

lepeBeA[Te, ocraulocb 5 unnyr>1, <Huror"ry He roBop{Te, ero rouQzAeuIII{EUIbHat

un(poprraaqlrr> 
- 

Tr,rfluqnrre crlruaJrhr KpacHoro yposHt. MoueHHItKI,I llcnonlsylor
o$Serr HeoxLrAaHHocrI{.

- llponeprite o$uqualruble KaH IbI. Ecrtr saM flt4llryr aro6u uo 6anra,
rrepe3BoHr{Te no HoMepy, yKa3aIIIIoMy na o6opote narueft raptrr, raIlr Ha

oQuqnamuou caftre. I4rsopr,rpyftre teneSon, xotopufi [poAI'rKroBtuI BaM

HeugsecrrtbIfi qeJIoBeK, I,I He [epexoAl,ITe IIo ccbIJrKaM ]I3 cOMH]ITeJIbHbrX IIUCeM.

- Tpeseo orlenuaafire o6eulaHHfo BbIroAy. fto6as caepxnpn6nnr,
oco6enno <<6e: pucxou>>, AoJIxHa BhI3bIBarb coMHeHut. @ltnancosge uupaMI'IAbI,
qyAoAeftcrBeHuble <I,IHBecruIII4oHHbIe Son4ur> u npoql4e 6ltctpue cxeug
3airacrylo f,BJUIIorcs nuIIJb npI4KpbITI{eM Ant o6uasa.

Texno.nornqecKlre ocuoBbr 3aIrIHTbI

Oanofi rr3 ocHoB uraQpooofi 6esouacHocr[ frBrfreroa fpaMoruoe

r.rcnoJrr3oBaHlle naponefi. HaAdxsrte flaponu AOnxHbI cocTotTb KaK MI'IHI'tMyttl I'I3

12 CurranOlOn, BKIIIOTIZy1 He TOJI6KO 6yrnrt u qUQpsI, HO I,l C[eIIuaJIbHbIe 3HaKfi.

Oqenr saXHO He LICIOJI63OBaTI OAIIHaKOBrIe napOJII,l na paSnUX cafiTzt:r u CepBlICaX'

locKonbKy B cJrrlae yTeqKLI AaHHbrX MOIIeIIHI'IKI',I CMOryr IIOJTTIUTb AOCTyI Cpa3y

Ko MHorI,IM BaIII,IM aKKayHTaM. Crapaftrecr us6erats napolei, coAepxaq[x
o6uenssectgbre cJroBa, AaTbr poxAeHgr, r{MeHa 6u14srux rdflr,r Apyrylo JIeTKO

yraAhrBaeMyro lrH$oprraauun. Kponae Toro, peKoMeHAyeTcr peryJrrpHo o6noslsTb

lapoJrr.r, oco6egno ecJILI BLI [oAo3peBaere, iITo Ballu AaHHbIe uoruu 6rrrr
cKoMtIpoMerI,IpoBaHbI.

9ro6u 6egouacno LI yAO6Ho xpaHI4Tb 6oluuoe KoJII{qecTBo yHI{KaJIbIIbIX

napolefi, crollT I{c[oJlb3oBarb cnequaJlrHble flpolp{IMMEI - MeHeAxephl ttapoJrel'I



9rr,r rucrpyueHTbl [o3BoJrqror aBToMarr,rqecKr4 noAcraBnrrr [apoJrr rrpr{ BxoAe Ha

cain ulu B IIpunoxeHI,Ie, ul6aerul [olb3oBarerc oT neo6xogurvrocrld 3anoMl{Harb

AecsrKn cJroxHbrx rou6usaqui. Izlcuonrgonanue MeHeAxepoB naponefi
3Hatr[Ter6uo yAo6gee u 6esonacnee, qeM xpaHeHr4e AaHHbIx B o6bIrIHoM TeKcroBoM

$aime unu ganzcxofi KHr,rxKe. .{onornutearuo Mrrorure coBpeMeHHbIe Mel{eAxepbl
MoryT [poBeprrb, He 6s:lu tu Barrrr4 rraponu cKoM[poMerI{poBaHhI B pe3yJlLTare

yTeqKr.r AaHHbrx.
Cneayrour,rv BaxHbIM gJIeMeHToM lrll$ponofi 3aurLIT6I fiBrflercfl

gnyxQarropnax ayreHru$nxaqux (2FA). 3ror ueto4 crour BKJlloqarb Be3Ae, rAe

9TO BO3MOXHO: B oaHKOBCKI,TX [plInOXeHI4tX, COqU€UIbHbIX Certx, IO!{TOBbIX

cepBr.rcax r,r Apyrux pecypcax.
Heo6xoauurrM gJIeMeHToM o6ecne.Ieul,rg JII,IqHoi begonacnocttl tBlrsercg

rrcrroJrb3oBaHl{e aHTLIB}rpycHoro nporpaMMHoro o6ecneqenras. Perylapnrte
o6HoereHar aHTI,rBI4pyca rIo3BoJItIor 3alrltlTlirbcs or HoBbrx BIAoB BpeAoaocHbrx

[porpaMM, Koropble rrocrotuHo notBrf,Iorcq B cerl,I. 3to oco6eggo Baxno Ha

ycrpoficrnax, KoropblMlt floJlb3ylorct AerI,I, TaK KaK oH]I qacro cKaq[B or
npr{noxeH[g vI3 He[poBepeHHblx I,IcTOTIHnKOB, [epeXOAtT IIo ccbIJIKEIM

B COrIr4€UrbHErx CeTf,X I4JIIi [rpax, prICKyt [oAxBarI,ITb Bllpyc LInI4 BpeAOHOCHOe IIO.
flourauo anrl{Blrpyca rIoJIe3HbIM rrHcrpyMeHroM .f,Brterct (faepron (6palr4rrlaysp)'

xoropufi orcJlexuBaer cereBylo aKTI,IBHocrb r'r 6lorupyet rIoAo3pI'ITenbHbIe

coeAI{HeHI,rJr, o6ecneqltnax AonoJIHI4TeJIbH}rlo 3aIIII,ITy AaHHblx IroJIb3oBareJlt.

He MeHee BaxHa peryJrtpHat npoBepKa L KoHTponb (puHaHcoBblx

rpansaruufi. PerovexAyetct rroAKlloqatr SMS-nnrl push-yueaoMreurac o6

o[epaqurx no 6anroscroi rapre r4 peryJrrpHo rrpoBeprTb lrcTopr4ro ularexefi
qepe3 nHqHbIft ra6uner 6anxa. B cJlf{ae o6HapyxeHl,rs [oAo3pI'ITeJIbHbIx I4JII'I

r{ecagKrrr,rogllpoBagHblx ouepaqufi cneAyer He3aMeAnI'ITeJIgro o6paqatbcs' Ha

roprqfo JMHI4Io 6anra u npu ueo6xoAl,IMocrll 6lornponarr xapry ruu cvdt!

Errc'rpoe pean4poBaHue Ha raKI,Ie IIHIII4AeHTbI cyuIecTBeHHo [oBbIIuaeT IuaHcbI

ocTaHoBI,ITb MOITTeHHI{KOB I,I BepHyrb cBoll AeHbrI{.
llpuueuexre gT ux 6asonrrx Mep 3HaqI{TeJI6Ho cHl'Ixaer pI{cK croJlKHyrbct

c 6olruruncrnot"t qu$poartx yrpo3. OAnaro, Aaxe fpaMoTgble [oJIb3oBaTeJII{,

co6nrcAaroulr4e Bce yKa3aHHbre peKoMeHAarlr4r,r, r4HorAa MoryT CTaHOBI4Tbct

xepTBaMr,r 6olee naoqp€Hqbrx cxeM o6Maga, B ocgoBe KoTopbrx Jrex[T He TOJI6KO

TexHr,rqecKarr yt3BI{MoCTb, HO Lr ICI4XOJIOTUTIeCKOe AaBJIeHLIe I'IJII',I HeAOCTaTOK

lpaBoBoft ocnegolrl€Huocrn. I,Iuenno logroMy TaK BaxHo pasBLIBaT6

xouulexq6rft [oAxOA r qrarlponoi 6esouacgoCtu, o65eAI'IE Ioql4i TexHI'IqeCKI'Ie

Mepbr c ttocrotHHblM IloBbIIueHI'IeM ypoBHrI rllrrHof ocBeAoMneuHocrll'

3arconoAare;rbcTBo o nocJreAcTB[fl x yqacTus B MOTUeHHI|rIeCKIIX CXeMaX

3aronoAarelrcTBo PoccurcKofi oeAepaqlu{ B IOCIIeAHI{e roAbl cTEIJIO

yAeJrrTb rroBbIIIIeHHoe BHLIMaIIue [pecTy[JIeH[tM, cBt3aHHbIM c qr'r$poaofi cpeAofi.

oanoi r{3 rlegTpanbgbrx cTaTefi, npr4MegreM6rx K TaKIM npecTylJIeHI,IsM, tB;tceTc.fl

cTaTbr 159 yK PO, KacaFrrlrurcr MorueHHr,rqecTBa. oHa IIpeAycMaTplIBaeT

OTB9TCTBeHHOCT6 3a XI{qeHI{e qyx}1x AeHer I,UII{ I{MyIIIeCTBa nyrdV O6rt'raga znU



3noyflorpe6Jrenr,rr AoBepr,reM. lpecrynnux B TaKux clrryallurx co3HareJrbHo BBoArrr

xeprBy s aa6ryx4enue, no6yxAar e€ coeepuraru Aefictsus, B pe3yJlbrare Koropblx
oH flonf{aer He3aKoHHyro BErroay. Hanpurr.rep, MoIueHHuK tuoxer y6egutr
qeroBeKa [epeBecrr,r cpeAcrBa xa uyxoi cudr, npe4craB ar,cb cotpyAnnrou 6anxa
unn flpoAaBrlou na cafire. Baxso noul{Marb, qro <<o6vau>> Moxer [poucxoAl,ITb He

ToJIbKo o otfQnafine, Ho I,I B I4HTepHere, [pI4 groM IopI,IAI,IqecKarI orBercrBeHHocrb
ocTaeTct TorI xe.

B HeKoropllx cJlflautx raalu$ttxaqua Aeicrsuft 3JIoyN{bIlIueHH}lKoB

fiponcxoAr4r rlo crarbe 158 yK P@ (<Kpaxo). Kpaxa roApa3yMeBaet tafinoe
xlruleHr{e HMyIIIecrBa LIJIu AeHer 6es reAoNaa BJIaAenbIIa. Hanpltuep, rorAa
rrpeCTy[HuKI4 IOJIyIaIOT AOCTyn x 6aHrOScxUIvI CqeTaM IaJIII JII{qHIIM aKKayHTaM

qeJIOBeKa 6eS erO COruIaCHt, peVr u4€t I{M9HHO O Kpaxe. flOIlgOsarenr MOXeT

Aaxe He rroAq3peBaTb o ToM, qTo ero AaHHbIe 6ruu yxpa4eHbl I4 LIcnoJIb3yIOTct

B rrpecTynHbrx qentx. lloAofiHas. cuTyallut qacTo BcTpeqaeTct B I4HTepHeTe' KorAa

uorepnenrultfi JI14IIJI C[ycTt KaKoe-To BpeMt o$HapyxuBaeT nponaxy Aeuer I4III4

Hec€IHKIIT,TOHlrpOBaEH6Ie rpaH3aKIII'II,I.

EgI€ oAnr.lru BaxHbrM nHcTpyMeHTorra 6opr6rr c MoIueHHr4rrecTBOM tBJIteTct

KOTOpat [peAycMaTpl,rBaeT oTBeTcTBeHHOCTb 3a

cpeAcTB rlraTexa. ona oxsatblBaer He3aKOHHbIe

olepaq[r4 c 6aHKoBcKr,rMu KapTaMu, gJreKTpoHHbrMlr KorueJIbKaMu Vr ApyrvrMr4

lJIaTeXHbIMrr I,IHCTpyMeHTaMu. B nOcle4nue fOAbI 3aKOHOAaT9JI6CTBO 3HaqHTeJIbHO

yxecToqaeT oTBeTCTBeHHOCTb 3a [OAO6HbIe AefrHl,1rfl, OCO6eHHO eCJIII JII', IO

co3HaTeJIbHO IIepeAaeT cBolr 6aHKoBCKlre peKBLI3r,rTbI TpeTbnM JILIIIaM, UpeKpacHo

IIOHIMA', TITO OHI4 MOryT UCIOJIb3OBATbC' B MOIIIEIIHI'IqECK}IX CXEM€lx'

Pa:pa6omH cnequanbHblfi 3aKoHonpoeKT o Apo[flepax' OH BHocI'IT

H3MeHeHr4r B cTaTblo 187 yK P@, a roroprrx BIIepBbIe flpouucaHo' qTO flepeAaqa

cBqr{x peKB}I3I4ToB TpeTbI,IM JILIqaM AJIq coBepIIIeHI4t npecTynneg1rft flB1y1eTcfl

yronoBHo HaKa:lyeMofi. Panee raxue AeficTBI,It MOruII{ TpaKTOBaTbCt KaK

[oco6HI{qecTBO MOIUeHHI'IqeCTBy, Telepb xe [otBI{TCt KOHKpeTHEU{ HOpMa'

KOTOpEUT [O3BOJrr4T rrpErBOOXp€rHnTersM iIeTKO KBaJII{(b[qUpoBaTb lloAooHhle

cnyifitr.Hoga.' peAaKql4t yKa3aHHofi crarbH IlpeAloJlaraer lurpaobl Ao HecKoJIbKlIx

coreH rucgq py6lefi, a B cryqatx AoKa3aIIHOfO yMbICna v Y|3CTVrs o cepr€lnrx

fipecTy[Hbrx cxeMEx urTpao MOXeT AOcT'rraTb HecKoJIbKlIX MIdJIJII',IOHOB py6lei.

Kpolre roro, 3a rroAo6Hhre [pecTyflJreHr,rrr Bo3MOXHO Ha3Haqe] ,Ie peanbHoro cpoKa

Jrr,IuIeHUt CBO6OAbI - OT TpeX JIeT r'I 6OJIee, B 3aBI{CI'IMOCTI' OT CTeUeHI',I TtXeCTI',I

r,r poJrr.I qeroBeKa B MOIIreHHlrqecKoi qe[oqKe.

OtsetctueHuocrb 3a ) {acrl'Ie B MouIeHH[tIecKI'Ix cxeMax pacflpocrpauserct

r,r Ha HecoBeplueHHonerHl'Ix. llo4poctrl'I MoryT [pI4BJIeKarbct r yroloHrofi

oTBeTcTBeHHocT[ HaqI4HzUI c l6 ner, a no oTAeJIbIIbIM CTaTbtM c l4 neT' Ecnu yrUep6

or Aeictnui [oApocTKa 3HaqLtTeIeH, Bo3MoxHo Ha3HaqeHLIe HaKa3aHI'It B BlI,Ue

nuure lrfl Cso6oabr. Bspoclrre yqacTHI4KI,I MoUIeHHI,IqeCKI,IX O[epaII[t p[cKyIoT

flonr{r{Tb Kpy[Hhre rurpaQrr, ycnoBHbre IluII{ peanbHhle cpoKl4 nI{IIIeHIat 0Bo6oAbI,

crarr 187 YK PO,
HenpaBoMepHbli o6opor

oco6eHHO eCJII,I OHII noouprJrl{ I,uII,r UruOpUpoBaJII,r He3aKOHHbIe AeicTBI',IJI CBOI{X

\e-rei4 vnv Apyrr.rx 6rusxnx. Eer4eicrnue poAl,Ireneft Moxer KBaJII'IolIIU4poBarbct



KaK noco6HllqecTBo npecTynneHlrlo u v HeI4 cnoJIHeHI,Ie po.{IrTeJrbcKl{x

o613aHHocrefi.
HecoaepurennoJlerHlre, He oco3HaBat cepr€eHocru csol4x Aeficrnuft, lerro

cranoBtrct coyrIacrHIrKaMI'I flpecrynJleHltfi, upegocraBntt Aocryn K JIaqHbIM

aKKayHTaM, 6aHroscruN{ rrpuJroxeHrrrM r.rJrrr gJreKTpoHHbIM KoIIreJIbKav. Hegnaulte

rutrl HefloHI4MaHI,Ie ctrryalJvrr He ocso6oxAae:r ux or topu4uvecxofi

orBercrBeHHocru, oco6eguo ecJII4 creAcrBl'Ie AoKaxer oco3HaHue pe6€urou

rrporr{BonpaBHocrl4 cBoI,IX 4eftCtnUi.
Paccrraorpuu npLIMep KoHKperHofi ucropl4l'I. JIapuca, ceMHaAIIarI'IJIerHtt

cryAeHTKa ug o6lac:rnoro ropoAa, lro6ur npoeoAlrrb BpeMrI B MecceHAxepe

Telegram lr HepeAKo 3axoAr{T B pa3Hbre KaHzurbl, nOCgs[IeHHrte I{fpaM

14 p63blrpbrrxaM npn36B. OAnaXArr B OAH6M I,r3 TaKLIX KaHaIOB OHa HaTaIKI'IBaeTcq

na o6llsleHl,Ie: (JIgrKI.ri 3apa6oToK Anq loApocTronl Hyxnn IoMouIHI'IKI'I'

KoTopbleyMe}oTnoJlb3oBaTbc'MecceHAxepaMHI{HeXoT'TTpaTltTbMHofo
BpeMeHr,r. onlara - or 2000 ao 5000 py6lefi B AeHb!)) Ha nepnui B3FIqA Kaxerct,
qTo npeAnoxeHr4e B[oJrHe 6ego6uAno. B o6rseJ1eHzr] HeT KOHKpeTLIKI,I, KpOMe

rlpr{3brBa Ha[lICaTL B JII.ITIHbIe COO6UIeHI.tt, HO JIap14Ce CTaHOBI{TCI IiHTepeCHO - BeAb

B ee oKpyxeHr4r4 MHOrr4e xorrr r,rMeTb KapMaHHbre AeHbrI,I 6eg oco6ux ycr.uufi. 3ro
nepBbrft KpacHbrfi Q.nar: o6euaHHe 6brcTporo 3apa6oTKa 6er o6lscueuufl cyTn

pa6orbl
Ona uuruer no yKa3aHHoMy HnKy I4 noJlyqaer orBer or qeroBeKa' Korop6II'I

HrBbrBaer ce6fl. KyparopoM npoeKra' Tor yTBepxAaer' qTO HUxaxofi

cvTb cBo.urlTct K noMoullrIIpOTI,IBO3aKOHHOi AeqTeflbHocTI'I HeT' a Bcfl cyTb cBoAl',lTot K rluMurqr'r

B npoABuxeHur4 HoBbrx cepBricoB. Ha yTovmrorqr.re Borlpoctl Jlapuca He [o[r{aeT
.rcHbrx oTBeroB. Kyparop ccblJlaerct Ha ceKperHocrb n KOHKypeHqI4ro' 113-34

KOTOpbIX HeJIb3t pacKpblBarb Bce AeTaJIII B OTKpbITOM'Iare' oH nIIuIb yBepter' qro

Bce raK Aeilalor, u pa6ota greMeHrapHat: Hyxno cAarb B apeHAy HeKoropblM

nroArM Ha BpeMr MecceHAxep Telegram r4rrr aKKayIITrr Ha focyclyrax u,

Bo3MoxHo, o$opr"ru SlM-xapry. 3ro nropoil rcpacusri Q.nar: co6ece4nur

yKroHqercq or qerrcoro oflucaHlrsr 3aqeM Hy,lcHbr aKKayHTbl Ir Arq KaK[x
qe.refi onu 6yAyr ucno.nr3oBarbcq'

Kor4a Jlapraca roBopltr, qro efi 17 ner, Kyparop orMeqaer: <<3ro 4axe

nyque, BeAb HecoBepIIreHHoJ'lerHI'IX HeJIb3f Bcepbe3 HaKa3arb' MaKcI{MyM

nt*yp"ar. Os o6eqaer, qTo ee He HafiAyT r.r He ocyAtT, ecJlu r{ro-To noftAeT HeTaK.

Bolee roro, Kyparop paccKa3blBaer I'IcropI'IIl o Apyrux Aertx' Koropble y)Ke

3apa6oTaJrr,r no 5-10 Tbrcsrr py6Jrei B Mecrq, npocTo fiepeAaBarl MecceHAxepbl

B apeuAy I4JIIT oOopMJItr SlM-raprlr Ha cBolr AaHHbIe I'I Aanee [epecblJlat KoAbI

no.qrnepx4enux. 3ro rperufi rpacnslfi Qlar: npflMoe BBeaeHue

HecoBeplleHHo.,'IerHero n la6.nyxqeuue o 6e3HaKa3aHHocrI{ tr craBrcrl Ha

Bo3pacrHyro yq3BI|Mocrb.
IIapuca, uollrq€uHar uneeit JIeTKI'Ix AeHef' Har{I4Haer cnpatrrl{Barb

y K)?aropa, qro LIMeHHo Hyx(Ho Aerarb. Tor npocur ed oifopur'rru nonyro SIM-

*uprynue€nacnoprI4JII4poAI4TeJIei(eclnnorryuurcx)ItycTaHoBI4TbTelegramHa
apy.-or rene$oue lu6o Ha gMyntrope' 3areM oHa AOTXHa 6yAer nepeAarb Aocryfl

K-9TOMy Telegram qepe3 cKprrHtrrorur QR-roAoB I4JII4 nOATBepAI'rrb BXoA B aKKayHr



c qyxoro ycrpoficrBa. Oguonpeueuno Kyparop npegaraer efi gasectu aKKayHT IIa

locyclyrax c [crIoJIb3oBaHI4eM AaHHbIx e€ poAureaefi , ecrv y HI'IX Her crpororo
KoHTpoJu HaA AoKyMeHtaIrau. flo cnoB€IM KyParopa, 3To HyxHo Ant peKJIarMbI

u o6gsoHa KJIlreHToB, I{ AertM H[qepo 3a 9To He 6y4er, uororrly uro oHI'I qro6rr Ee

noHlirMaror BcIo rny6nny cl{ryaqEl,I. 3ro verneprrrfi rcpacnurft Qlar:
rpe6ouanue npeAocraBrlrb Aocryn K JIHqHsIM' a reM 6o.nee

K rocyAapcTBeHHbrM cepBHcaM, oTKpbrTo yKa3brBaeT Ha npoTllBo3aKoHHbllt

xapaKTep aefl TeJIbHocrlr.

,{aaee rypatop o6erqaet nepeBecru Ha Kapry AeByIrrKI'I aaanc, uro6u oua

ruoma y6eAutrcr r cepu€ruocT[ HaMepeHra[. BosNroxHo, sro 6y4er Bcero 500-

1000 py6left, Ho AJUr HeCOBeprueHHoJreTHero, He r4Meroulero nocTotHHoro

sapa6orxa, cyMMa K1p14eTCr BnoJrHe npr.rBJreKaTeJrbuofi. o6paaoBaggat llapuca
corirauraeTcr Bbr[oJrHHTb flepBhre galiaPivL. B perylrrare oEa peruIcTprlpyet norrrft

Telegram Ha roJrbKo vro upr,ro6perdunyro SM-rapry, uepe4aer JIorI,lH I,l flapoJlb

(unu rcoA roArBepxAeHnr) xypatopy. Ilstutfi rpacnufi $.nar: npe4'no'Kelrre

peaJlbHblx AeHer Aflq cHurKeHug KpllruqecKoro BocIIpl|flTHs'

B qate KalFlara, r4e co6paxrr AectrKI'I noAo6nux ucuolsurelei, Jlapuca

sIIAur coo6qe]Ir4rl oT Apyr[x r{acTHr,rKoB, KOTOpbIe xBacT€IIOTCt, qTo HI{rIero

cTparuHoro He cJrrrtrJrocb 14 qTo y r ix Ha crreTy yxe flapa TbIcttI py6neft. Kto-to
rrurller, qro f{acrByer B flpoeKTe yxe napy MectIIeB' lt nc€ xoporuo' Ho npn erou

B TOM )Ke traTe lreptroAr4*aa*" uannut"aror coo6ulennr: <<cpovno HyxHo eurd 10

aKKayHroB Telegram> uau <I,Luy qeJroBeKa, KTO ooopMur xoureler IOMoney xa

cBor{ AaHHbre>. Illecroft xpacnuft Q.lar: uaccoarre o6tqBJreHl|s c npII3btBaMIr

3aperr{cTprrpoearr oaHroBcK[e KapTbr, slM-rcaprur, KoIIIeJIbKU, npu'r€*r
qacTuqHo Ha HecoBep|IIeHHOJIeTnUX - 3TO np[3HaK OpraHII3OBaUnofi ceTu.

Yaeperurar B 3aKouHocru Aeftcrguft, llapuca HarluHaer rlonf{arb or

Kyparopa I,IHcrpyKIII{lI, sto6rr uog BI'IAoM [poMo-aKIII{fi o6snaHl'Inatu lptDKAaH

Poccutt I,IJII,I pacchlJraG c ed Telegram aKKayHra ([efiroane coo6qenr'rg'

Ha upartuxe xe gToT HOMep IIC[Onb3yeTct AJI' MoIUeHHI{qeCKI'IX 3BOHKOB' rAe

yKparrHcKI,Ie KonJI-IreHrpbI (rar no3Anee nrucnrercr) [peAcraBfltlorct

iorpya""*urr.r 6anrca n o6rr{aHHsaror pocctrrg, 3acraBJlss [epeBoAI'ITb AeHbfI'I Ha

6egbnac'rr" cqera. B flpoqecce qeJroBeK B[Altr roJIbKo qacrb r'ru4opua{nu:

HarrpnMep, rlro c ee SlM-xaptu llA€t aetopnsaqut B Telegram, WhatsApp ulu
As[ro. CeArrvrofi npacuulf Q.nar: ucno.nb3oBau[e aKKayHToB Als o6csona

ll fleperrncKn c HeSHaKoMbtMIr JrloAbMtlr oco6enno ec'nn Kyparopbl Hacra[BaPT

na co6.nroAeHurr ceKperHocru l{ MoJrqaHltll'

{epes neroropoe BpeMr x Jlapnce HaqHHaIoT [p[xoALITb ctpannue SMS

c rroATBepxAe"*tt 
"*oAu, 

a uuorAa u coo6qenus o 6norupoere SlM-raprrt'

Kypatop rpe6yer, 'rto6u oua 6ucrpo roKyraJla noayro SIM' otpoplrnrla

AOnOJIHIlrTenbHbIe aKKayHTbI lr Aa)Ke rlpeAnal'uula poA[TentM cAenaTb 6onrrue

6u"*o"a*rr xapr. on o6lscHser 3TO paclullpeHraerra 6rEsHeca. Bocsmoft rcpacnurfi

Q.nar: ercnonenuua.nrnrrft pocr rpe6oBauufi, uurnaantre B HoBble u HoBble

Aefic'rsfis, Koropbte BblxoAflT 3a paMKrr cAaqu B apexAy aKKayHTa'

Bcrope cnyqaerct HelplulTnocrb: MaI\{a Jlaplrctluofi oAHorpyrIIIHI'IIIbI

3aMeqaer,.I'ro ee 6aHr ea6lorltponal Kapry I'I3-3a noAo3pllTenbHblx rpaH3aKUl4fi'



a rene$oH 6yxaanruo 3aBaJreH SMS o [epeBoA€x. Oxa3unaercr, oAuorpyurHlrlla
Jlapucrr roxe oK€r3ruracb B groM qare vr flacrBoB€Ina B cxeMe. Po4melu,
o6ecnoroennue crpaHHhrM rroBeAeHlreM Aotrepu, HaqI4H€lIor pa36uparbcs,
lI [otBJIrIOTCr CBeAeHI,It O TOM, IITO 3a BCeM 9Tr,IM CTOST yKpaI{HCKLIe KOJIJI-IIeHTpbI,

Koroprre o6ssaHl4salot poccntH I{ BblMoralor AeHbrIl, [oJlb3ytcb aKKayHTtMI'I

HecoBeprxexHoJrerHr,rx.,,{ernruft rcpacnulfi Q.nar: unQopMau[q o npalrofi
cBfl3rl c MoIueHErrKaMu, noflBJren[e peanbubtx xeprB o6uana.

PoAutenu 3BoHrIT B tIoJILrqlIIo, qro6hl s6ItcHI{Tb, qro IIpoI{cxoAI'IT'

Blucutetcr, vro r JlapucuHa ceM6s roxe Moxer ttorracrr ltoA rloAo3peul4e, BeAb

oQopunexxrre na ne€ SIM-rapruI uJII,t aKKayIITbI Telegram 6rtlu ucnonl3oBalGl

npl.r o6ruaue AectrKoB JIIoAefi. lloluqeficrue pa3b.lcHlllor, qro Aaxe ecnI,t

HeCOBepIUeHHOIe'rUltfi He [OHI4Man sCefi HegaXOHHOCTU, t1O 3aKOHy BO3paCTaIOT

pI4CKri IIpI4BJIST{9HI4g K OTBeTCTBeHHocTU. 3asslegltt oT [OCTpaAaBIIIUX TpOKAUIH'

qbr{ AeHbnr [oxlIIJIeHbI, yxe llocryfluJll4 B OpraHhI BEyrpeHHI'rx 4el. ,.{ecxruft
npacnuft Q.nar: nprrvroe B3a[MoAeficrsue c flpaBooxpaHrrreJrflMrrr yrpo3a

rrJur coBeplueHueyro.nonnofi orBercrBeuuocrll 3a noco6nnqecrso
MOIIIEHHUqECTBA.

Po4Iatelu Jlapncrt c yxacoM y3HEuor, qro Apo[[epaM rpo3I'IT Ao Aectrl'r ner

JIItuIeHLIt cao6o4rr (uo crarne 159 yK PO <MOuresnllqecTBo)) I'IJIII 11o cmtre 187

yK P(D <Heupanouepnufi o6opot cpeAcrB flnarexD)) I{ qro Bo3pacr

rroAo3peBaeMblx BapbllrpyeTcs ot 10 AO 17 net. BeAoMcteeggrre orudrrr npruo

YKA3bIBAIOTHACJD^IA}I'KOTAAHECOBEPIUEHHOJIETHI'IEMACCOBOBOBNEKAIOTC'[O.4
flpeAJrofoM, rrTo uM Hl,rqero ne 6yAer, aITo oHI,r HecoBepuIeHHOJIeTHLIe.. M€rMa

Jlapucu Te[epb noHr,rMaeT, qTo oTcyrcTBr4e KOHTponfl r.r pa3roBopoB o II[(pPoBoIa

6egonacgocru [pnBeno K ToMy, qro Aoqb ttolraJla B KpI'rM]rHaIbHyP cxeMy'

B r,rrore [paBooxpaHr.rTelbHbre opraHbr 3aAepxuBaloT HecKoJIbKO TIeJIOBeK,

lpFracrHblx K opraHx3ar{nu flepeAaqlt slM-rapr I{ aKKayHroB B apeHAy

yKpaI,rHcKLIM KOnn-IIeHTpaM. BrrccHqeTct' qTo qepe3 9TI'I aKKayHTbI ycrIeJI[

b6ru"yt" coTHI,I poccl{tH, a cyMMa IIoxI4IIIeHHoro cocTaBI'IJIa MI'UIIIII9HII py6nefi.

B .rucre 3aAepxagHblx OKa3bIBaIoTct noApocTKI,I 14, 16, 17 w I'r3 pa3IIbIx

penroHoB, KOTOpbIM KypaTopbl IJIaTI4JII'I 3a KaxAyIo cAaHHyIO B apeHAy cTpaH]Iqy

uuu releQonubrr EoMep. Y unorlx r43 rlr4x HaxoAtT I,I [epenI{cKI,I c KypaTopaMl{'

[oATBepxAaIouII{e ux co3HaTeJIbHOe ) IacTI{e B CXeMe.

iup 
"a, 

xoTb r4 He yclena 3apa6oTaTb 6onsruUx Aener, Bce Xe cTaJIa

coyracrguqefi. PoAr,rreau BbrrryxAeH6r HaHlrMaTb aABOKaTOB, nlICaT6 O66qCHeHUt,

HaAe'T6c' Ha cHI,IcxoxAeH[e' apryMeHTI,Ipy'' qTo HecoBepIIIeHHoJIeTHI,tfi He

rroHr4M€ur Bceft cepbe3HocTr,r nocJreAcrsfli. Ho opraHaM CJIeACTBI'I' HyxHbI

AOKa3aTeJIbCTBa TOrO, qTO OHa He oco3HaBaJla He3aKOHHOCTI,I, I,I 9TO IIOpofi 6EIBaeT

cJroxHo AOKa3aTb, BeAb K)?aTOpH O6H.{HO yKa:}hrBaloT IlprMble cuoco6El O6XO4a

3aKoga: <<Vnu.{TOxb SlM-xapry flocjle UcIIoJIb3oBaHaf,))' (He roBopI'I poAI'ITeJUIM

r,IJIrr Apy3btM>>, <<3to sc€ aHoHI.IvHo>>' A raxue yKa3al]^Idfl' yKa3bIBEIIor Ha

ocosuanuylo taixY.
Taxnr"r o6paroM, [poucxoAl'IT TurEtIHEu AJII Haluux AHefi curyar\rrl:

yKpar.rHcKr,re KonJrrleHTpbr uocpeAcTBOM Telegram-ranaJloB It aHoHllMHbIX qaToB

".iOyot 
uoApocrKoB, o6eqar I'IM nerKylo [p[I6bIJIb' Ilo4poctrau Jlryr' tlro Ao



18 ner (Hr,rqero ne 6yAerr>, lr [oKa3brBaror Qa.nrruunue (AoKa3areJIbcrBO)

ycfleruxoro sapa6otxa. Ha cantou AeJIe p]rcKlr rpafiue BLIcoKtr: BrIJIorb Ao
yronoBHoro AeJIa, AJILITeJIbHOTO TIOpeMHOTO CpOKa, rlpooneM C OpraHaMlI oneKl4

r4 florepr{ penyTarlfifi.

3arc.nroqenne

3aqlrra rrepcoHarnbublx AaHHbIx f,BJlterct [pI4opI'ITerHbIM Ha[paBJIeHI{eM

6esonacHocru, BKJrIoqaIouIuM LIcnoJIb3oBaHI,Ie cJIoxHbIx napolefi , gnyxQarropnoft

ayrenrnSuxaqull u orpaHllqenue ny6wtxaquu luqnoi r'rntpopuauuu B cerl'I.

Kn6ep6esouacnocrr o6ecueqltsaerct qepe3 rlpoBepKy HaAexHocrla

r{HTepHer-pecypcoB; I{c[oJIb3oBaH]re 3aq[urennblx coeAusexufi; peryJltpHoe

o6nosrenue [porpaMMHoro o6ecfle'reHl'It; ocropoxHocrb Ilpu orKpbITlII4

rloAo3plrenbHblx cchlJroK ll groxeulli.
flpotfuaamuxa I{HTepHer-pI,IcKoB BKJIIoqaer Kp[Taqec(oe orHolueHl4e

K floryqaeMofi un(lopua{ull; oTKa3 or o6qenur c He3HaKoMIIarrlIa; ras6eranr're

coMHuTeJrbHbrx [peAJloxe suit u cAeJIoK; cBoeBpeMeHgoe raHQopt'll4poBasfie

O IIOAO3pUTeJIbHEIX CLITyaI{I4tx.

coqHajlbnas 6egonacsocG o6ecfle.rr.rBaeTcr qepe3 BHrrMaTeJIbHhIfi Ot6Op

KoHTarcroB; oTKa3 OT [y6iILIKaqI'II4 KOMIIpOMeTI'IpyOq]Ix Marep]ranoB; [poBepKy

rloAJrr{HHOCTI4 I,IHoOpMaIIUU; CO6IIOAeHI'Ie sTUqeCKI',IX HOpM 06IIIeHI',LI'

Cucrerrtnufi rIoAxoA x 6egonauroctlt [peA[oJlaraer peryntpHblrI

MOHr4TOpr{HF HaCTpOeK rox$ra4enqNanbHocTr4; o6nosleHr,Ie s6a13uil o HoBbIX

yfpo3ax; o6cyxAeHl,re BonpocoB 6egouacsocu't c 6II'I3KI'IMu; CBOeBpeMeHHOe

o6pauleHre 3a floMourblo IrP]l Bo3Hl/rKnoeeurau upo6lelr'r'

co6aro,uenue AaHHbrx noloxenufi rro3BoJr[T CyIqecTBeHHO [OBhIcI'ITb

ypoBeHb 6*onacnocT u nplrt I4CIIOJIb3OBAHUId CpeAcTB CBA3',l rr llllrepHera'

MI{HEM}I3UpOBaTb plIcKI4 I4 3aUII{TI'ITb JIEqgoe npocTpaHcTBo oT [oTeHIII',IEUIbHhIX

yrpo3.


